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TELX OFFERS A NEW ADDITION TO DIA SERVICES
MANAGED FIREWALL AND MANAGED UTM

Maximize your security investment

Firewalls and Unified Threat Management (UTM) devices play a crucial role

in preventing harmful traffic from entering trusted network areas. However,
managing, monitoring and consistently applying best practices to the range of
security devices deployed can be a tedious and resource-intensive process.

Telx’s Managed Firewall and Managed UTM services are monitored 24x7x365 by skilled security
engineers to reduce the burden on in-house staff and lower your total cost of ownership. This service is
powered by Tata Communications, an international leader in Security Services.

Key Benefits
— Minimize risk of business-impacting
security breaches

— Meet industry certification and regulatory
compliance guidelines

— Reduce security administration overhead,
maximize existing IT infrastructure and resources,
and achieve more efficient use of internal staff

— Increase coverage levels through 24x7x365
management and monitoring by experienced
security engineers

— Use resources more efficiently with an
all-in-one UTM solution

— Single vendor for DIA, security and colocation
services in one secure colocation facility.

Key Features

— Customized planning, design and configuration of
contracted firewall and UTM devices

— Support for site-to-site or remote access VPNs
using IPSec

— All-in-one capabilities with UTM, including
antispam, antivirus, intrusion prevention and
content filtering.

— Three levels of service available.
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MANAGED FIREWALL AND MANAGED UTM

Maximize your security investment

Comprehensive Intelligence

Our expert staff use advanced systems that provide accelerated log aggregation, advanced correlation and
event prioritization to reduce the complexity and burden of manual data analysis and improve the accuracy of
security event identification, incident escalation and remediation.

Industry-Leading SLAs

Tata Communications provides money-back guarantees on the performance and responsiveness of our
Managed Firewall and Managed UTM service.

Features

Policy or Configuration Changes Per Month
Emergency Policy Changes per Month
Maintenance Window for Policy/Configuration Changes
Changes Completed by

Site to Site VPN Support

Client / SSL VPN Support

Monthly Vulnerability Assessment

Extended Log Archival

Device Management

Health and Availability Monitoring
Application/OS Upgrades

Customer Portal Access

Detailed Reporting

Out of Band Required

High Availability

Security Event Monitoring™

Intrusion Prevention**

Additional Integrated Content Security**

External Content Security™
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Unlimited
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**Feature support is dependent on Firewall or UTM platform selection

For more information on Managed Security Services, please visit www.telx.com
or email securitysolution@telx.com
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